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Executive Summary 
 
 
Background Information 
 
The primary objective of the original audit was to evaluate the adequacy of the Code 
Compliance Division’s (Division) internal controls over DAVID information. Specifically, the 
objectives were to: 
 

 Determine if information exchanged was safeguarded by the Division pursuant to 
Section V of the MOU (Contract # HSMV-0560-13). 
 

 Determine if the Division’s internal controls over information were adequate to protect it 
from unauthorized access, distribution, use, modification, or disclosure. 

 
On March 15, 2013, the Division renewed an MOU (Contract No. HSMV-0560-13) with the Florida 
Department of Highway Safety and Motor Vehicles (DHSMV) for electronic access to the 
DHSMV’s Driver and Vehicle Express (DAVE) database for a three year term. The Division’s 
Code Compliance Officers used the DAVE system for access to vehicle registration information 
while enforcing the County's Code of Ordinances and Land Development Code. 
 
The DAVE database contained driver license and motor vehicle information. The DHSMV initiated 
the transition of their older database system to the newer web based Driver and Vehicle 
Information Database (DAVID) system. The DAVE was discontinued on June 26, 2014, when the 
new DAVID implementation was completed. 
 
The DAVID system provided agencies with extensive Florida driver and vehicle information. The 
information was only to be utilized for business-related purposes in completing job functions. 
The information could not be retained by agencies, unless retained for law enforcement 
purposes. Information was required to be protected from unauthorized users review or retrieval. 
 
 
Objective  
 
The objective of this follow-up review was to evaluate and review the findings reported in the Board 
of County Commissioners Code Compliance Division DAVID Annual Audit, Report No. 2014-08, to 
determine if corrective actions were implemented, and were effective. The status of the seven 
findings included in Report No. 2014-08 were identified as one of the following: 
 

 Open: This status was defined as a control weakness for which management had not yet 
implemented corrective action that alleviated the original audit finding. 
 

 Closed: This status was defined as a control weakness for which management’s corrective 
action alleviated the original audit finding. 

 

 Partially Implemented:  This status was defined as a control weakness for which 
management had implemented corrective action in part, but not in a manner that fully alleviated 
the original audit finding. 
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Scope 
 
The follow-up review included the records, documents, and controls that were in effect as of 
August 10, 2015. The Internal Auditor interviewed the Assistant Planning and Development 
Administrator and a Field Supervisor, who was also the DAVID Point of Contact (POC).  
 
 
Overall Evaluation 
 
Based on the follow-up audit work, it was determined that findings one through five noted in the 
original audit report were addressed, and corrective actions were fully implemented. As a result, 
the Division of Inspector General (IG) updated the status of those findings as closed.  
 
Audit finding number six in the original report was addressed, but corrective actions were not 
always implemented. As a result, the IG updated the status of finding number six as partially 
implemented. The Division of Inspector General also provided a recommendation.  
 
Audit finding number seven in the original report was addressed, but corrective actions were not 
implemented. As a result, the IG updated that status of finding number seven as open. The 
Division of Inspector General also provided a recommendation. 
 

Summary of Original Audit Findings 

 

This chart summarizes the original audit findings at the completion of the follow-up 
review. For reference purposes, the entire original audit report, #2014-08, can be found at 
the back of this report. See Appendix A. 
 
 

AUDIT 

FINDING 
DESCRIPTION STATUS 

1 Quarterly Quality Control Reviews were not performed. CLOSED  

 

 
2 Acknowledgements were not maintained. CLOSED  

 

 

 

3 Access to information was not monitored on an on-
going basis. 

CLOSED  

 
4 Proper evaluation of internal controls was not 

performed prior to submitting an affirmation. 
CLOSED  

 

5 Written internal policies and procedures did not exist. CLOSED  

 
6 

Use of information could not always be verified as 
proper and authorized. 

 

PARTIALLY 
IMPLEMENTED  

7 Printed DAVID information was taken to a personal 
residence for shredding and disposal. 

OPEN 
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Summary of Inspector General Follow-Up Review Comments 
 

AUDIT 

FINDING 
INSPECTOR GENERAL FOLLOW-UP REVIEW COMMENTS 

1 

Quarterly Quality Control Reviews (QQCRs) were conducted by the Division’s 

DAVID POC, pursuant to Section IV, Part B, subsection 9 of the MOU agreement 

with the DHSMV. The Division provided documentation of the QQCRs (May 2015 

through June 2015 and July 2015 through September 2015).  

2 

Acknowledgments of the confidential nature of information and the criminal 

sanctions for unauthorized use of information were maintained, pursuant to 

Section V, “Safeguarding Information,” of the MOU. The Division implemented a 

written Access Authorization Request form for each DAVID user to sign and 

acknowledge their understanding of the confidential nature of the information, and 

the criminal sanctions specified in law for unauthorized use of the information. 

The Division also implemented a written Acknowledgement of Penalties of 

Misuse, which was also signed by new DAVID users. The POC provided the 

Access Authorization Request and the Acknowledgement of Penalties of Misuse 

forms for current authorized users.   

3 

Access to information was monitored on an on-going basis. The POC conducted 

QQCRs to ensure that all current DAVID users were appropriately authorized. 

The POC also identified any new or inactivated users for the review period. The 

POC also conducted monthly monitoring on a random number (no less than five) 

of authorized users. The POC provided documentation of monthly monitoring 

(April 2015 through October 2015). The POC also prepared and provided the 

monthly reports identifying the selected officers and results of the monitoring. The 

IG recommended the monthly reports include the date and the signature of the 

preparer. 

4 

A proper evaluation of internal controls was performed prior to submitting an 

attestation. The POC requested the IG to initiate an audit engagement in 

response to having been randomly selected by the DHSMV to submit and 

Attestation Statement. The IG evaluated the adequacy of the Division’s internal 

controls over personal data and accessed the compliance of DAVID users with 

the requirements of the MOU. The IG completed the audit engagement and the 

Attestation Statement was signed by the Chairman of the Pasco County Board of 

County Commissioners. The Field Supervisors also maintained Field Supervisor 

Logs to track the requests for DAVID access. The POC provided the Field 

Supervisor Logs for each Field Supervisor (2).  
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While there were a couple of opportunities for minor improvements, the Division of Inspector 

General would like to commend the Code Compliance Division for its excellence in 

implementing corrective actions.  

 

 

 

5 

Formal written policies and procedures that governed the Division’s use of DAVID 

information and the DAVID system were implemented and communicated to all 

Code Compliance staff (via email). The POC provided the written policies and 

procedures that governed the use of the DAVID system, including access, 

distribution, use (misuse), and disclosure of personal data from the DAVID 

system. The policies and procedures also identified the DAVID POC and how 

DAVID information was monitored.  

6 

Authorized DAVID users did not always select “Other” as the purpose code or 

note the case number in the blank field when query was performed. DAVID 

activity showed users that selected Parking or Code Enforcement as the purpose 

code when a query was performed. The IG recommended that the Division 

continue to enforce their policy of selecting Other as the purpose, and to note a 

case number when a query is performed.   

7 

Printed information was not kept in a locked location and was not shredded when 

no longer needed. The DAVID POC informed the IG that screen shots and/or 

printing was strictly prohibited with field operations personnel and officers. The 

POC stated that in the past, the code compliance officers were printing DAVID 

information for court purposes as support for their testimonies. Recently, the court 

informed the POC that the printed DAVID information was not needed to support 

the code compliance officer’s testimonies. The POC then determined that printed 

DAVID information was not needed. The IG recommended that in lieu of a locked 

location for printed information, the POC amend the Division’s policies and 

procedure to include a statement that screen shots and printing is prohibited.    
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Appendix A 
Report No. 2014-08: Code Compliance Division’s DAVID Annual Audit 
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